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Introduction




Agricultural Drones in Modern Farming

Growing Role of Drones in Agriculture
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. Real-time assessment of plant

* Target the application health and growth (food security)

of fertilizers, pesticides, and water
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Explosive Market Growth and results

o

Explosive Market Growth

2023 2032
$38.25B $244.95B

A Rising Cybersecurity Risks
(& |
| U
Increased Integration Food Security

More connected systems = More vulnerabilities Securing agri-drones is essential

Challenge : Mitigate vulnerabilities in connected agricultural systems




Current Limitations

Problem Statement & Security Challenges i

Security
Solutions

Generic security

measures fail to

address unique
UAV threats.

Threats to Agricultural UAVs

Data Theft

Unauthorized access
to sensitive

agricultural data

//’ ) \
Lack of - 9
Protocol Agricultural _ i \
3 g § A / / N\ \
Exploits Context A1 [\ ‘- .
A N Existin ~N !\ ~ rﬁ“f '/::
Vulnerabilities in Interference with . 9 \ ~_ [ I / Absence of
icati : ot rameworks do not . \ ~— | O / . ; .
communication time-critical corsider ‘-.,\ - / intrusion detection
protocols farming tasks agricultural-specific / systems tailored for
iilisrakilitias: ) 7 agricultural UAVs.
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Control GPS
Hijacking Interference _
Limited
Unauthorized Navigation issues
takeover of UAV leading to crop Datasets
missions damage Insufficient real-
world datasets for
UAV cybersecurity 7

research.



Objectives




Ensures validity and
repeatability

Easy to Use
Farmers can operate
the system

Real-time
Detection

Protects drones
during flight

Stable
Performance

Maintains
‘ consistency across
! tests

Ensures
- comprehensive
\ L) /] attack detection




State of Art




Research Paper (State Of Art)
IFIP NTMS, Paris, France, June 2025

Research paper title : Drone Security in
Connected Agriculture: Threats, Datasets,
and Al-Driven Solutions




State of the Art - Al Techniques for
UAV Security

Existing Research Categories

Al Technique Representative Studies Methods Used Key Findings Limitations

Good for known attack

ML-Based ML approaches for UAVs widely SVM, Random Forest, t 70-85% tvoical > Limited to general datasets
Approaches studied (AL-Syouf et al., 2024) Neural Networks pattern, o typica X Single algorithm focus
accuracy
. . onv , - xcellent pattern
dely adopted (Alzahrani, 2024 L i . e
widely adopted (Alzahrani ) based approaches recognition X Limited UAV-specific datasets
Federated FELIDS framework for Agri-loT DNN, CNN, RNN, » 93.29% DNN, 94.09% CNN, A Communication overhead
. L . 94.15% RNN, Privacy- ¥ Limited UAV-specific
Learning (Ferrag et al., 2022) Distributed training ) . L
preserving collaboration applications
Reinforcement UAV-assisted applications with Q-learning, Deep Q- Dynar};:i adGaptzt;on XL;x;q-l;;agmg CO,TplfeXIty d
Learning RL (Adil et al, 2023) networks capabliity, ;200 . or ° S?CUI’.I y-focuse
resource allocation applications
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State of the Art - Dataset Landscape

Dataset Landscape

Dataset Focus Attack Types UAV-Specific? Reference
. . Multiple network ’
CICIDS2018 General network intrusion X No Sharafaldin et al., (2018)
attacks
X-lloTID Industrial loT security loT-specific A Partial Al-Hawawreh et al., (2018)
attacks
loT network .
ToN_loT loT/lloT networks A Partial Moustafa, N. (2021)
attacks
Bot-loT loT botnet detection Botnet activities A Partial Koroniotis et al., (2019)
WSN-DS Wireless sensor networks WSN-specific > No Almomani et al., (2016)
attacks
. . UAV- .
UAV-NIDD UAV network intrusion . v Hadi, H. J. et al., (2025)
specific
Yes 13
attacks



Proposed
Approach




Goal: Define project objectives and
success criteria

identified lack of
UAV-specific IDS and datasets
UAV-NIDD chosen as most relevant
and realistic

focus on macro-averaged Fl-score,

especially for critical attacks
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UAV-NIDD Dataset — Basis for Our Research

UAV-NIDD

T Released March 2025

@ Focus: Scenario 1

CLLU AR

iT —
Real-World Testbed Authentic Protocols UAV Network
Not Simulated MAVLink, DJI SDK Specific Dataset UAV GCS
© Comprehensive Cyber-Attack Coverage
® DoS @ DDoS & MITM E) Replay % Fake Landing

fl GPS Jamming
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Laptop-3

Fake Access Wi-Fi Traffic
Paint Monitoring Mode

Laptop-4

Materials & Collection Setup T )

e Real UAVs: PX4 Vision Dev Kit, D]l
Mini 3 Pro, DJI Mavic Air Ground

e Control Stations: 2 laptops Tools:

Radio Controller
master

e Wireshark, Aircrack-ng, Tcpdump, '
Nmap, LOIC, HOIC, Recon-ng

(a) DJI Mavic Air (b) DJI Mini 3 Pro (b) PX4 Vision Dev Kit v1.5 1




Exploration of the Dataset

Implementation of dashboard for visual statistics

UAV-NIDD Enhanced Analysis Dashboard

Advanced Feature Analysis & Attack Pattern Recognition | Dataset-NIDD-with-category.xlsx | 860,643 samples

Provide a visual and interactive overview of

UAV-NIDD data. Help quickly detect anomalies, 860,643 13

abel

imbalances, and feature correlations.

Attack Types Distribution

Attack Types Disfribution - Column: Label

Class distribution visualization. Correlation
heatmap for feature relationships. Imbalance
ratio detection between classes.
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Findings from Data Understanding

Main Observations:
Ratio is high compared to rarest class.

Only 6 samples, statistically irrelevant so it will be removed from modeling.

Attack Types Distribution - Column: Label

200k
150k

100k

Number of Samples

50k

Attack Type




Feature Name

Feature Correlations:
Some features highly correlated so there is a potential of redundancy.

Advanced Feature Correlation & Importance Analysis

Feature Importance Ranking (Top 15) Correlation Heatmap (Top Features)
udp.length Il 0.0175 wlan_radio.p... -043 -005 -003 003 -00: -005 NOSIM o 0 c tati
wlan_radio.start_tsf 0.0201 f ) R orrelation
= e B rame.enca ses =035 -0.23 -0.08 023 0.3 0.25 o -]
wlan_radio.frequency Il 0.0221 N P_ - 1
wlan_radio.phy BN 0.0241 radiotap.pre... -0.13 -005 -003 003 -00t -0.05 [NOISE 0
frame.encap_type BN 0.0255 frame.time_e... © 0.3t 0 0
radiotap.present.tsft I 0.0272 frame.time_d... o | oa3: 0 0
frame.time_epoch N 0.0211 wlan.rsnica s T ozs
frame.time_delta_displaye... I 0.0330 5 e ,I:J; .
wlan.rsn.capabilities.mfp. .. I 0.0369 rame.number gy a1t 03  -005
frame.number N ©.0505 radiotap.rxf... -e22 -oos 023 -00
radiotap.rxflags I 0.0514 frame.len 0.4 Seal coa 0.5
frame.|en I 0.0641 2 » s
udp.dstport o.2s -0.06 -005 -0.02 -0.06 a o -0.03 -023 -0.03
udp.dstport I .1051
radiotap.channel.ﬂpags.gc_.,_ 0.1546 radiotap.cha... 037 024 -0a11 -009 011 -01 031 031 -005 -035 -005
frame.time_relative I 0.2« frame.time_r... 037 025 o004 -022 026 025 O o -013 - -0.13
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o Keep (Critical) Keep (Moderate) Remove (Redundant) Total Features

Recommended Action
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Data Preparation (Process & Strategy)

Goal : TransformrawUAVnetworkdataintofeaturessuitable forMLmodeling
with our Dual-Path Strategy:

Select Relevant Encode Categorica Ensure Fair
Features Values Representation
Choose the most important Convert text data into Identify disparities in class Balance the representation of
features from the dataset numerical format distribution rare attacks

Apply Logical Binning Apply MinMax Scaling Prepare for Resampling
Group values into categories Scale features to a uniform Set up the dataset for data 21

for better analysis range augmentation
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B D E F G H J K L M N a
frame.len btap.channel.flagsl wlan.seq L‘adiotap.dbm_antsigna radiotap.rxflags h.rsn.capabilities.l{ radiotap.length Ian.fcs‘bad_checksd wlan.tag |wlan_radio.frequency|wlan_radio.phy| udp.srcport Label category‘ .
Small_DataNo_Modulation 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Medium_D Normal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range DHCP_Service Normal Normal
Medium_D Normal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range DHCP_Service Normal Normal
Control_FreNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Control_Fre Normal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Control_FreNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range MAVLink_UAV  Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range MAVLink_UAV  Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range MAVLink_UAV  Normal Normal
Control_FreNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Control_FreNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range Application_Port Normal  Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range Application_Port Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range No_UDP_Traffic Normal Normal
Small_DataNormal_Timing 0 No_Signal_Data Low_Range Low_Range Low_Range No_Errors 0 Low_Range Low_Range MAVLink_UAV  Normal Normal
Ll o L3
UAV-NIDD Dataset After Feature Selection and Binning
22
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il |frame.|enlradiotap.channel.flags.cck wlan.seq radiotap.dbm_antsignal radiotap.rxflagswan.rsn.capabilities.mfpﬂradiotap.Iength%n.fcs.bad_checkstlan.tag‘wlan_radio.frequency wlan_radio.phy udp.srcportl Label ‘ category ‘ .
2 5 3 0 2 1 1 1 4 0 1 1 4 8 3
3 4 4 0 2 1 1 i 4 0 1 1 1 8 3
4 4 4 0 2 1 1 1 4 0 i 1 1 8 3
5 0 4 0 2 1 1 1 4 0 1 1 4 8 3
6 0 4 0 2 1 1 1 4 0 1 1 4 8 3
7 0 4 0 2 1 1 1 4 0 1 1 4 8 3
8 5 4 0 2 1 1 1 4 0 1 1 3 8 3
9 5 4 0 2 1 1 1 4 0 1 1 3 8 3
10 5 4 0 2 1 1 it 4 0 i 1 3 8 3
alil 0 4 0 2 1 1 1 4 0 1 1 4 8 3
12 0 4 0 2 1 1 1 4 0 1 1 0 8 3
13 5 4 0 2 1 1 1 4 0 1 1 4 8 3
14 5 4 0 2 1 1 1 4 0 1 1 0 8 3
15 5 4 0 2 1 1 1 4 0 1 1 4 8 3
16 5 4 0 2 1 1 1 4 0 1 1 4 8 3
Encoded UAV-NIDD Dataset After Encoding
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Modeling (Process & Strategy)

&y, Tree-based Models (Random
g ; = Forest, Decision Tree, XGBoost)

Effective for capturing non-linear
relationships and feature importance.

Neural-based Models (MLP

/ 5 ﬁ Multi-Layer Perception)

Suitable for complex patterns and high-
dimensional data.

) . ;g Statistical Models
j (Logistic Regression)
Provides probabilistic insights and
interpretability.

Algorithm Selection (7 models, different families)

Simple and effective for local pattern
recognition.

\% Margin-based Models (SVM)

Robust for high-dimensional data and
clear decision boundaries. 24




Approach One : Performance on Raw UAV-NIDD Dataset

Model Accuracy Precision Recall F1-Score
Random Forest 0.92 0.80 0.76 0.78
Decision Tree 0.90 0.78 0.74 0.76
XGBoost 0.91 0.79 0.75 0.77
MLP 0.89 0.76 0.72 0.74
ReL;gei;t:gn 0.88 0.74 0.70 0.72
kNN 0.89 0.75 071 0.73
Linear SVM 0.87 0.73 0.69 0.71
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Resampling Strategy - Addressing Class Imbalance
Step 1: RandomUnderSampler

Sample Count: Before vs After Undersampling

[ DDos - Original [ BruteForce - Original UDP Flooding - Original [ MITM - Original [l After Undersampling
200,000
180,000
160,000
140,000
n
9
o
g 120,000
©
[
% 100,000
1
3
£ 80,000
=
z
60,000
40,000
20,000
0

DDoS BruteForce UDP Flooding MITM
Attack Classes
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Resampling Strategy - Addressing Class Imbalance
Step 2: Advanced Oversampling

Sample Count: Before vs After SMOTE Oversampling

[ Normal - Original [ DosS - Original De-authentication - Original [ Scanning - Original FakeLanding - Original [ Replay - Original Jamming - Original
[T ICMP Flooding - Original [ After SMOTE Oversampling

50,000
45,000
40,000
35,000
30,000
25,000
20,000
15,000
10,000 H
5,000 i
0 |

Normal De-auth Scanning FakelLanding Replay Jamming ICMP Flood
Attack Classes (Minority Classes Only)

0]

Number of Samples
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Approach Two : Performance after SMOTE

Model Accuracy Precision Recall F1-Score
Random Forest 0,95 0,95 0,95 0,9539
Decision Tree 0,95 0,95 0,95 0,9536
XGBoost 0,95 0,95 0,95 0,9534
MLP 0,92 0,92 0,92 0,9201
ReL;gei;t:gn 0,89 0,89 0,89 0,8905
kNN 0,91 0,91 0,91 0,9103
Linear SVM 0,88 0,88 0,88 0,8802
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Approach Three : Performance after Borderline-SMOTE

Model Accuracy Precision Recall F1-Score
Random Forest 0,96 0,96 0,96 0,9640
Decision Tree 0,96 0,96 0,96 0,9638
XGBoost 0,96 0,96 0,96 0,9634
MLP 0,93 0,93 0,93 0,9302
ReL;gei;t:gn 0,90 0,90 0,90 0,9007
kNN 0,92 0,92 0,92 0,9204
Linear SVM 0,89 0,89 0,89 0,8903
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SMOTE VS Borderline-SMOTE
The winner is : Borderline-SMOTE !

F1-Score Performance: SMOTE vs Borderline-SMOTE

[ SMOTE F1-Score [ Borderline-SMOTE F1-Score

Random Forest Decision Tree XGBoost Neural Network (MLP) Logistic Regression k-Nearest Neighbors Linear SVM

1.000

0.980

0.960

0.940

0.920

0.900

0.880

F1-Score (Macro)

0.860

0.840

0.820

0.800

Machine Learning Models

b
Top-Performlng Models 30



Ensemble Learning Model design

( Data Preprocessing Pipeline \

4 2
RandomUnderSampler

FAS

“
-
Borderline-SMOTE Oversampling
. J
' N

\ StandardScaler Normalization
\

s

h 4

(Random Forest] [ Decision Tree]

Robustness

Algorithm Diversity

Hard Voting Mechanism

!

Final Classification Result
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Final Results of Ensemble Learning Model

Attack Type Precision Recall F1-Score Support
DDoS 1.00 1.00 1.00 38634
Normal 1.00 1.00 1.00 3590
GPS Spoofing 0.98 0.97 0.97 5423
MITM 0.96 0.95 0.96 3241
Brute Force 0.95 0.94 095 2876
De-
e —— 0.94 0.93 0.94 1987
Fake Landing 0.93 0.92 Q.93 1654
ICMP Flooding 0.92 0.91 0.92 1432
Replay 0.91 0.90 0.91 987
Evil Twin 0.90 0.89 0.90 876
Scanning 0.89 0.88 0.89 765
DoS 0.45 0.63 0.53 1285
Macro Avg 0.95 0.95 0.95 172129 32



F1-Score Performance by Attack Type
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DoS Attack Detection Challenge: Root Cause Analysis

al = G, — AN

Insufficient Training Data Poor Generalization Low F1-Score
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Critical Analysis & Future Work
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Ensemble Learning Model Performance

{ Y a Y e s N i . N
@ Q o
Overall Accuracy Macro Precision Macro Recall Improvement
98.4% 0.95 0.96 +21.8%
\. J \. J o J \. J

Performance Comparison: Baseline vs Ensemble

Baseline Ensemble
F1=0.78 F1=0.95
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Ensemble Learning Model Performance

Unexpected Performance Paradox

0.964 0.95

Individual Models Ensemble Model
(Best F1-Score) (VotingClassifier)
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4 Identical Training Environment

All three models (Random Forest, Decision Tree, XGBoost) were trained on the
same balanced dataset created using Borderline-SMOTE preprocessing,

resulting in highly similar decision patterns.

Same synthetic samples generated through Borderline-SMOTE technique
Identical feature distributions across all three models
Similar tree-based architectures interpret features in comparable ways

Uniform class balancing creates consistent learning patterns

Correlated Error Patterns

When models make similar errors on the same instances, the ensemble voting
mechanism cannot correct these mistakes - instead, it reinforces them through

majority consensus.

All three models failed on identical challenging instances

Majority voting amplifies shared mistakes rather than correcting them

No diversity in prediction disagreements to enable error correction

Consensus on wrong predictions reduces overall performance

38




Error Correlation Mechanism

al &

Identical Training Similar Tree-Based
Environment Models
(Borderline-SMOTE) (RF, DT, XGBoost)

Correlated Predictions
(Same Errors)

N

LN

Reduced Ensemble
Performance
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Perspectives for
Improvement




Immediate Improvements

Broaden datasets with new UAV types & protocols

Improve ensemble by mixing diverse models
(trees + neural nets)

Train models on different feature subsets
for robustness

Future Research Directions

Advanced Research

Multi-modal security framework:

©
@

Detect anomalies in UAV sensors
(physical layer attacks)

Link IDS with farm management systems
for context

Correlate with environment data
to reduce false alarms

Real-World Deployment

. Optimize IDS for edge computing on UAVs

4 Enable real-time automated threat response

:)(:-‘ Integrate with agricultural loT infrastructure

41




Conclusion




Conclusion

Main Achievement:
* Developed Al-based IDS for agricultural UAV communications Achieved F1-
* score of 0.95, exceeding target of 0.90 by 21.8% improvement

Technical Contributions :
* Ensemble model combining Random Forest, Decision Tree, and XGBoost
* Borderline-SMOTE technique for handling class imbalance Detects 11
e different attack types effectively

Impact:
* Our approach enhances food security and sustainability by protecting UAV-driven
precision agriculture tasks 43



Thank you for your attention !

Any Questions?

O https://github.com/AnisCharfi/UAV-NIDD-IDS-Analysis

anischarfi2001@gmail.com ayed.samiha@gmail.com lamiachaarili@gmail.com gtsochev@tu-sofia.bg
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