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Context, Motivation, and Contributions

Motivation

Research Contributions

hitecture evolution
@ Shift: Distributed —
centralized
@ Enabler: HPC + Ethernet
backbone [1]
@ Effect: Software Defined
Vehicles [2]

@ Consequence: Broader
attack surface [3]

100’s of ECUs
~ one ECU per Major Function

[ -2022 | [ 2023-2030 ]
Distributed E/E Architecture - Domain Controller Architecture Fully Centralised
Limited domain consolidation Architecture

Figure: Shift to centralized zonal systems

Takeaway

Security perimeter has shifted from hardened ECUs to the internal network.
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Context, Motivation, and Contributions

otivation
Multistage Attack

Scientific Problem

Res! ntributions

Multistage Attack i =@, Nissan leaf (2025)
@ Chained actions that escalate control
over time. BT stack Vulnerability 1 :
. . stack Initial Access
@ Multiple vulnerabilities across overflow
systems and layers.
@ Steps often look benign alone — risk N day stack el
is cumulative. overflow:
secure boot
@ Nissan Leaf (2025 Black Hat
demonstration) — remote DNS tunnel Vulnerability 3 :

A q q C2 and exfiltration
infotainment compromise — lateral

move to vehicle network [4].

Vulnerability 4 :

tack overfiow; Lateral movement

filtering
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Context, Motivation, and Contributions

ge Attack
ic Problem
Research Contributions

Scientific Problem

Limitations of Current Threat Analysis Frameworks

@ Existing frameworks (e.g., EVITA [5], HEAVENS v2 [6]) focus on
distributed CAN-based systems.

@ Few incorporate multi-stage attack models[7] [8].

@ Limited research on centralized architectures, lacking systematic or
mature methodologies [9].

@ No standardized mapping to known adversarial behaviors (e.g., MITRE
ATT&CK, Automotive Threat Matrix (ATM) [10]).

Takeaway

Lack of a comprehensive, standardized framework for modeling and
mitigating multi-stage cyber-attacks in automotive architectures.
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Context, Motivation, and Contributions
Motivation

age Attack
Scientific Problem
Research Contributions

Research Contributions

Key Contributions

@ ISO 21434 [11] + ATM Integration [10]: Adds standard adversary
behavior to risk assessment process

@ UML-Based Attack Modeling: Models multistage attack chains for
better defense

@ Zonal E/E Architecture Application: Targeted risk management in
zonal systems

@ Path-based Detection Framework: Correlation defense through attack
path analysis
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Methodology 18021434 + ATM
TOE - Derived Architecture
UML State Machine Modeling
Feasibility & Risk Computation

A risk analysis-based methodology

Methodological approach

@ Reference Architecture: Define architecture, functionalities and data
flow

@ Scope Identification (TOE): Define system boundaries and assets
@ Damage Scenarios: Identify potential risks

@ Threat Analysis (STRIDE [12] + ATM): Link threats to attacker
techniques

@ UML Modeling: Model dynamic attack evolution and kill chains

@ Feasibility & Risk Calculation: Estimate multi-stage attack feasibility
and risk

@ Remediation: Derive defense strategies based on kill chain progression

Ramakrishnan et al. Zonal Risk Analysis in Automotive



Methodology 1S021434 + ATM
TOE - Derived Architecture
U hin eling
Feasibility & Computation

Derived Architecture (Zonal)

e—e Automotive Ethernet Backbone, can be 10
Mb, 100 Mb, 1 Gb.
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3 Zonal Controllers (ZCs) + central HPC over Ethernet backbone.
ECUs: Telematics, Infotainment, IP Gateway, Vehicle Security Master (VSM).
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Methodology 1S021434 + ATM
TOE - Derived Architecture

UML State Machine Modeling
Feasibility & Risk Computation

State Machine Modeling

UML Modeling of Multistage attacks
@ State: Component security posture (e.g., “Modem compromised”).
@ Transition: Adversary action on an asset (ATM [10])
@ Guard: Pre-conditions (CWE, vehicle state).
@ Effect: Privilege gain or impact (asset compromise).

stm StateMachine
secure Trigger [Guard Compromised
staten ) Condition] JEffect
H | \ﬁ.

Asset compromise as UML transitions, dynamic and traceable to TARA
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Methodology

Feasibility & Risk Computation

Feasibility

Table: Feasibility (Proprietary values ) o )
Feasibility per step = f(time + knowledge +

Feasibility Threat expertise + opportunity + equipment)
0-13 High
14-19 Medium
20-24 Low Path Feasibility and Risk
>25 Very Low

- 1
Attack feasibility = N Zstep scores
Table: Risk Matrix

Risk = f(feasibility and end user impact)

Feasibility/Impact | Negligible | Moderate | Major | Severe
High 1 3 4 5
Medium 1 2 3 4
Low 1 2 3 3
Very Low 1 1 2 2
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Security Risk Assessment
Remote Telematics Killchain
Risk Assessment and Findings Case Study — Remote Telematics Attack
Critical Inference 1
Critical Infes 4
Validation & Expert Feedback

Security Risk Assessment

Scope and Analysis
Derived Architecture

@ 100+ assets: Data, functional, and l

physical components analyzed.
i . Security Risk Assessment
@ 138 damage scenarios: Covering R

safety, financial, operational, and ¥

privacy impacts. Damage scenarios

@ 297 threats: Includes both \
asset-targeted and 25+ multi-asset TARA
kill chains modeled in UML. ¢
@ Identified distinction between ATM based killchains with risk
vehicle-wide attacks and localized
ECU attacks. lllustration: ISO 21434 risk assessment
process
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Security Risk Assessment
Remote Telematics Killchain
Risk Assessment and Findings Case Study — R lematics Attack

eedback

Case Study - Remote Telematics Attack

Kill-chain Stages

@ Stage 1: Exploit T. TELE radio port — payload execution.

@ Stage 2: Privilege escalation (Linux — AUTOSAR).

@ Stage 3: Lateral movement via SOME/IP — Zonal Controller (ZC).
@ Stage 4: Impact — malicious braking command.

Avg. difficulty: 15.7 (Medium) —  Overall risk: High (4/4/4/4).

Main takeaway

Shared middleware (SOME/IP) collapses isolation boundaries — enables
remote telematics to pivot to safety-critical zones.
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S rity Risl
Remote Telematics
Risk Assessment and Findings

Remote Telematics Attack - Kill chain

stm Case Study A/

ATMO0022 [Initial Access, CWE-434] ATMO0021 [Execution, CWE-284]
fPayload uploaded via exposed network port fPayload executed, C2 beacon established
T.TELE Compromised T.TELE Compromised
(user) (Exec)

T.TELE Secure

ATMO0034 [Pﬂvilegg Escalation, CWE-269]
/Root privileges gained on Linux 05

ATMO00 [Laterdl Moveént, ONE-315] ATMO0036 [Privilege Escalation, CWE-668]

/Malicious SOME/IP command sent to ZC e TR St
Zonal Controller AUTOSAR T.TELE compmmised
Compromised Compromised (Root]

ATMO053 [Impact, CWE-829, Vehicle speed > 30 kmph]
Junintended braking

Vehicle Impact

Kill-chain UML




Security Risk A
Remote Telemz

Risk Assessment and Findings Case Study — Remote Telematics Attack
Critical Inference 1 & 2
Critical Inferences 3 & 4
Validation & t Feedback

Critical Inferences 1 & 2

Propagation Geometry Risk Centralization

@ Distributed: Linear bus @ ZCs/HPCs: Concentrate
segmentation limits spread. multiple functions.

@ Zonal: Ethernet interlinks enable @ Single points of failure: A
multi-path movement. centralized structure

increases risk.

@ Inference: Propagation topology
shifts from isolated chains —
interconnected graphs.

Takeaway

Zonal systems enable broader attack spread and centralize risk.
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Risk Assessment and Findings

Critical Inferences 3 & 4
Validation & Expert Feedback

Critical Inferences 3 & 4

Cross-Domain Impact Coupling Feasibility & Detection Shift
@ Shared compute and data paths: @ Avg. attack difficulty:
Cascading effects across safety and Distributed = 22—24, Zonal
non-safety domains. = 15-18.
@ Inference: Cross-domain coupling @ Local anomaly detection
amplifies impact. insufficient; requires

cross-zone correlation.

Takeaway

Zonal architectures don’t introduce new attacks, but make them easier and
more impactful.
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Risk Assessment and Findings

Critical Inferer 4
Validation & Exoert Feedback

Validation & Expert Feedback

Survey Results on UML + ATM Approach

Survey of 17 Automotive Cyber

Professionals
@ 82% found UML + ATM approach 2 ity i
“significantly easier” for attack-path Nowmpsct
validation.

@ Highlighted benefits:

o Clarity of multi-stage logic.

@ Better communication to
non-experts.

o Reusable analysis models.
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Detection Framework

Framework for Detection and Mitigation Case Study — Remote Telematics Attack

AKCC Framework Overview

AKCC Framework CAKCC Flow (UMD

@ Automotive Kill Chain @ State: Tracks component security
Correlation posture to assess attack paths.

@ AKCC detects multi-stage and @ Transition: Event to monitor,
lateral movement attacks across such as an adversary’s action

vehicle zones. @ Guard: Context for correlation

@ Key features: Path correlation, (preconditions)
risk analysis, early attack path
detection.

@ Goal: Identify high-risk attack
paths early to prevent escalation.

@ Effect: Measures impact (e.g.,
asset compromise)

@ AKCC correlates to trace attack
progression
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Framework for Detection and Mitigation

Remote Telematics Attack -

Det
Case Study — Remote Telematics Attack

on Framew

AKCC

stm Case Study A/

EL: IDS alerton T.TELE for

commandinjection attempt.

ATMO0022 [Initial Access, CWE-434]
/Payload uploaded via exposed network port

1
T.TELE Secure

T.TELE Compromised
(user]

E2 : anamalous process creation vith
Q network traffic.
S1:f(ELANDE2) (f= Correlation)

ATMO021 [Execution, CWE-284]
/Payload executed, C2 beacon established

T.TELE Compromised
(Exec)

E5: Detect malicious SOME/IP command from
T.TELE'S IP address.
54- (53 ANDES), Kil chain

E3: anomalous privilege escalation behavior.
2= f(S1ANDE3)

AATMO0030 [Lateral Movement, CWE-345]

/Malicious SOME/IP command sent to ZC
Zonal Controller )

Compromised

ATMO00S2 [Impact, CWE-829, Vehicle speed > 30 kmph]
[Unintended braking

Risk = (54 AN D Veeticle context data)

Vehicle Impact | ALERT

AATMO0036 [Privilege Escalation, CWE-668]

/Pivot to AUTOSAR context ~
T.TELE Compromised

(Root)

= BN

E4: Detect shared memory access violations between
Linux and AUTOSAR.
S3:f{S2ANDES)

ATMO0034 [Privilege Escalation, CWE-269]
/Root privileges gained on Linux 05




Conclusions & Future Work

Summary

Conclusions & Future Work

@ Zonal E/E architectures: Increase @ AKCC framework
interconnectivity and risk validation: Implementation
centralization. and validation in NXP secure

@ Integration of ISO 21434 + ATM + gateway.

UML: Provides systematic kill-chain @ Automated UML
analysis. generation: Enhance

@ AKCC: Delivers stateful multi-zone analysis efficiency.
detection. @ Al-enhanced correlation:

Improve real-time detection
and response.
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