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Blockchain
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➔ Blockchain overview
➔ Smart Contracts
➔ Layer 2 Blockchains

Background



Bonsai: A Recovery Approach for Ethereum ERC-20 Transactions

Blockchain Immutability
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➔ Immutability - advantages and challenges
◆ Removal Strategies
◆ Bypass Approaches

Background
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Reversible Tokens

11

➔ Recoverable Token proposal 1 

◆ Users left at risk if tokens spent before reversal request
◆ Arbitration trials with possible voting influence

Related Work

¹F. F. Martins, D. R. Matos, M. L. Pardal, and M. Correia, “Recoverable Token: Recovering from Intrusions against Digital Assets in Ethereum,” in 2020 
IEEE 19th International Symposium on Network Computing and Applications (NCA). Cambridge, MA, USA: IEEE, Nov. 2020, pp. 1–9.
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Reversible Tokens

12

➔ Recoverable Token proposal 1 

◆ Users left at risk if tokens spent before reversal request
◆ Arbitration trials with possible voting influence

➔ ERC-20R and ERC-721R proposals 2 
◆ Tokens may not be located
◆ Victims of recursive reversals not compensated
◆ Possible voting influence and centralized pool of arbitrators

Related Work

¹F. F. Martins, D. R. Matos, M. L. Pardal, and M. Correia, “Recoverable Token: Recovering from Intrusions against Digital Assets in Ethereum,” in 2020 
IEEE 19th International Symposium on Network Computing and Applications (NCA). Cambridge, MA, USA: IEEE, Nov. 2020, pp. 1–9.
²K. Wang, Q. Wang, and D. Boneh, “ERC-20R and ERC-721R: Reversible Transactions on Ethereum,” Oct. 2022, arXiv:2208.00543 [cs]
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Bonsai Overview

14

Bonsai Solution
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Architecture Components
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Bonsai Solution

➔ Users
◆ Blockchain Users
◆ Arbitrators

➔ Threat Model
◆ Intrusions from ill-intentioned users
◆ Human Error

➔ System Model
◆ State

��



Bonsai: A Recovery Approach for Ethereum ERC-20 Transactions

BON/ETH Exchanges
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Bonsai Solution

Exchange Smart 
Contract

ETH Token BON Token

getBon

getETH

getBon

getETH
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Bonsai’s balances
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Bonsai Solution

Bonsai Smart 
Contract

➔ Balance: freely spent network balance
➔ Unstable Balance: tokens associated with 

pending transactions.
➔ Stable Balance: Balance minus Unstable 

Balance; non-revertible tokens.
➔ Unstable tokens become stable after 

cool-down expires and user finalization.
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Trials
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Bonsai Solution

Trials Smart 
Contract

initiate Trial

Tx Issuer

Arbitrator

Arbitrator

Arbitrator

Decide on 
whether to revert 

the transaction
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Trials

19

Bonsai Solution

Trials Smart 
Contract

upload 
evidence

Tx Issuer Tx Dest

upload 
evidence
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Evidence used in trials

20

Bonsai Solution

Evidence metadata example
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Trials
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Bonsai Solution

Trials Smart 
Contract

Trials Smart 
Contract

revealVotecommitVote

Arbitrator Arbitrator
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Trials
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Bonsai Solution

Trials Smart 
Contract

Reward 
Arbitrators

Arbitrator Bonsai Smart 
Contract

Unfreeze 
balances, revert 

transaction
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Bonsai Insurance
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Bonsai Solution

➔ Protects user against reversals that impact them
◆ but they were not a direct interested party

➔ Requires paying a % of the tx amount
➔ Plafond score 

◆ Metric used for compensation payouts
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Insurance Compensation Example
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Bonsai Solution

Alice

Balance: 5.25 BON

Bob

Balance: 0.25 BON

Charlie

Balance: 0 BON
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Insurance Compensation Example
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Bonsai Solution

Transaction t1

5 BON tokens
(with 0.25 tokens paid 
to the Insurance - 5% 

of the tx amount)

Alice

Balance: 0 BON

Bob

Balance: 5.25 BON

Charlie

Balance: 0 BON
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Insurance Compensation Example
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Bonsai Solution

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 0 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens
(with 0.25 tokens paid 
to the Insurance - 5% 

of the tx amount)
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Insurance Compensation Example
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Bonsai Solution

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 0 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens

Hey! I got 
scammed by Bob, I 
want to revert t1!
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Insurance Compensation Example
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Bonsai Solution

initTrial(t1)

Alice

Trials Smart 
Contract
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Insurance Compensation Example
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Bonsai Solution

Trials Smart 
Contract

Trace transactions
- find tokens on users 

balances
- tranceTransactions 

algorithm

1. 2.

3.4.
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Trace Transactions

30

Bonsai Solution
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Insurance Compensation Example
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Bonsai Solution

Trials Smart 
Contract

Reverse t2, then 
reverse t1
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Insurance Compensation Example
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Bonsai Solution

Trials Smart 
Contract
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Insurance Compensation Example
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Bonsai Solution

Alice

Balance: 0 BON

Bob

Balance: 5 BON

Charlie

Balance: 0 BON

Transaction t2

5 BON tokens
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Insurance Compensation Example
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Bonsai Solution

Transaction t1

5 BON tokens

Alice

Balance: 5 BON

Bob

Balance: 0 BON

Charlie

Balance: 0 BON

Transaction t2

5 BON tokens
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Insurance Compensation Example
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Bonsai Solution

Transaction t1

5 BON tokens

Alice

Balance: 5 BON

Bob

Balance: 0 BON

Charlie

Balance: 0 BON

Transaction t2

5 BON tokens

Hey! Now I don’t 
have my tokens 
nor my food! :(
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Insurance Compensation Example
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Bonsai Solution

Charlie

Insurance Smart 
Contract

payCompensation(Charlie, compensation)

compensation = min(tx.amount, plafond, HC, balanceOf (Insurance) − ResReq)
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Evaluation Methodology and Setup

38

Evaluation

➔ Unit and integration testing
➔ Testing on a Layer 1 and a Layer 2 blockchain

◆ L1 - Ethereum Sepolia
◆ L2 - ZKsync Sepolia

➔ Metrics
◆ Trial latency
◆ Reversal cost
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Time Consumption - ZKsync

39

Evaluation
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Time Consumption - L1 vs L2
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Evaluation
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Gas Consumption
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Evaluation
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Evaluation

On Ropsten testnet in 
2020

On Ethereum Sepolia 
testnet in 2025

Comparison with Previous Work
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Comparison with Previous Work
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Evaluation

On Ropsten testnet in 
2020

On Ethereum Sepolia 
testnet in 2025
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Achievements

45

Conclusion

➔ Bonsai - system allowing ERC-20 transaction reversals 
during a cool-down period, using trials and an insurance

➔ Layer 2 solutions provide time and cost advantages
➔ Bonsai promises an innovative approach for blockchain 

applications that require error redactability
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Future Work

46

Conclusion

➔ Arbitrator Picking Procedure
➔ Notification System
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Thank you!

Work supported by national funds through Fundação para a Ciência e a Tecnologia, I.P. (FCT) under projects UID/50021/2025 and UID/PRR/50021/2025 
(INESC-ID), 2024.07494.IACDC (WELL), and Project Blockchain.PT – Decentralize Portugal with Blockchain Agenda, (Project no 51), WP 1: Agriculture and 

Agri-food, Call no 02/C05-i01.01/2022, funded by the Portuguese Recovery and Resilience Program (PRR), The Portuguese Republic and The European 
Union (EU) under the framework of Next Generation EU Program.
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How to prevent Recursive Reversals
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How to prevent Recursive Reversals
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Appendix

Alice

Balance: 0 BON

Bob

Balance: 5.5 BON

Charlie

Balance: 0 BON
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How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 10.5 BON
5 BON - unstable

5.5 BON stable

Charlie

Balance: 0 BON
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How to prevent Recursive Reversals
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Appendix

Charlie

Bonsai Smart 
Contract

stableBalance(Bob)?

Bob’s stable balance is 5.5 BON
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How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 5.25 BON
5 BON - unstable

0.25 BON - unstable

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens
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How to prevent Recursive Reversals
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Appendix

initTrial(t1)

Alice

Trials Smart 
Contract
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How to prevent Recursive Reversals
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Appendix

Trials Smart 
Contract

Revert t1



Bonsai: A Recovery Approach for Ethereum ERC-20 Transactions

How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 5 BON

Bob

Balance: 0.25 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens
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How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 0 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens

Transaction t3

5 BON tokens

Dipper

Balance: 5 BON
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How to prevent Recursive Reversals
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Appendix

initTrial(t1)

Alice

Trials Smart 
Contract
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How to prevent Recursive Reversals
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Appendix

Trials Smart 
Contract

Revert t3, then t1
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How to prevent Recursive Reversals
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Appendix
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How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 5 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens

Transaction t3

5 BON tokens

Dipper

Balance: 0 BON
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How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 5 BON

Bob

Balance: 0 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens

Transaction t3

5 BON tokens

Dipper

Balance: 0 BON
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How to prevent Recursive Reversals
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 5 BON

Bob

Balance: 0 BON

Charlie

Balance: 5 BON

Transaction t2

5 BON tokens

Transaction t3

5 BON tokens

Dipper

Balance: 0 BON

Insurance Smart 
Contract

payCompensation
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Insurance Problem Example
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Appendix
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Insurance Problem Example

65

Appendix

Alice

Balance: 0 BON

Bob

Balance: 0 BON

Charlie

Balance: 0 BON
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Insurance Problem Example
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Appendix

Transaction t1

5 BON tokens
(0.25 tokens paid to 

the Insurance)

Alice

Balance: 0 BON

Bob

Balance: 5 BON

Charlie

Balance: 0 BON
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Insurance Problem Example
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Appendix

Bob

Balance: 5 BON

➔ Bob’s balance is now 5 BON tokens, where all 
are unstable

➔ 5% fee required on every tx
➔ Maximum to be sent is:

5/(1.05) = 4.76 tokens, 
0.24 tokens paid to the Insurance
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Insurance Problem Example
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Appendix

Transaction t1

5 BON tokens

Alice

Balance: 0 BON

Bob

Balance: 0 BON

Charlie

Balance: 4.76 BON

Transaction t2

4.76 BON tokens
0.24 tokens paid to 

the Insurance
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Insurance Problem Example
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Appendix

initTrial(t1)

Alice

Trials Smart 
Contract
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Insurance Problem Example
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Appendix

Trials Smart 
Contract

Revert t2, then t1



Bonsai: A Recovery Approach for Ethereum ERC-20 Transactions

Insurance Problem Example
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Appendix

Transaction t1

4.76 BON tokens

0.24 tokens are “lost” 
to the Insurance

Alice

Balance: 4.76 BON

Bob

Balance: 0 BON

Charlie

Balance: 0 BON

Transaction t2

4.76 BON tokens
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How to mitigate this

72

Appendix

➔ Remove insurance
◆ system would loose uniqueness
◆ recursive reversals not solved - system similar to ERC-20R

➔ Reverse Insurance payments associated with transactions
◆ would impact plafond
◆ problem of who would pay the 1st reversal request fee

➔ Covering losses using Plafond
◆ impact users with low plafond scores

➔ Temporarily freezing funds
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Temporarily freezing funds

73

Appendix

➔ Lock tokens on destination address for a short period of time (e.g. 1 hour)
➔ Would limit immediate movement of funds
➔ Under this model the system could ensure recovery of at least

➔ Would introduce additional complexity to the system and need for 
automated token (un)freezing to improve UX

h is the number of hours since the original 
transaction was confirmed on the network
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Limitations and Proposed Future Work

74

Appendix
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Evidence types and security

75

➔ There is no mechanism to ensure authenticity of 
evidence submitted

➔ Current evidence submitted as plain text visible on 
block explorers

➔ In chain encryption could be used but would introduce 
overhead on key sharing operations
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Trial Disruption

76

➔ Many mechanisms are in place to prevent unintended 
behavior but others could arise
◆ illegal evidence submission
◆ use of mixers
◆ passive participation to stall trial process

➔ Extensions require to properly address all problems
◆ social studies
◆ identity verification - which would be difficult in public networks
◆ advanced fraud detection
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Arbitrator penalties

77

➔ Faulty arbitrators are not penalized in current version
➔ Voting ends after 2f+1 votes but does not necessarily 

mean arbitrators who have not voted are faulty
◆ could just need more time to decide

➔ Each vote  is personal and driven by each arbitrator’s 
experience
◆ thus they cannot be penalized for voting differently from the 

majority
➔ Future Work could include a penalty system
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Block and watch lists

78

➔ Watch lists for users involved in reversals
◆ additional information in future trials

➔ Block lists for correctly identified faulty arbitrators and 
users involved in lots of reversals (dest. source)
◆ users would have the ability to appeal and be removed
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Arbitrator picking with VRF

79

➔ Current picking method inspired by VRF but not truly 
random

➔ Used of Chainlink VRF directly would allow achieving 
the desired randomness and have a more robust 
system

➔ Funding using tokens from Insurance
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Arbitrator pools
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➔ Require arbitrators to hold at least t tokens the amount 
under trial

➔ Trials where possible arbitrator pool is too small and 
predictable

➔ Pool of arbitrators with token staking
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Notification system

81

➔ On-chain event listeners linked with wallets sending 
notifications to interested addresses

➔ Improves user experience
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Automated transaction finalization
➔ Users required to finalize the transactions where they 

are the receiver to update stable balance
◆ requires manual input and payment of gas fees

➔ Chainlink Automation Job Scheduler could be set to 
finalize all pending transactions, e.g., once per day
◆ funding using Insurance tokens

82
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New layer 2
➔ Rollups with only finalized transactions

◆ cool-down period expired

➔ Layer 2 consisting of mutable transactions
➔ Layer 1 immutable data

83
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Thesis Images
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https://docs.google.com/file/d/1OjPfr5cZ5GGvaTvk6on8aRqHPkUb382g/preview
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Objectives

10
0

- Recover from errors and intrusions
- Address immutability of Blockchain
- Achieve low latency and lower costs compared with 

previous work
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Intrusion Recovery Systems

10
1

➔ Selective Re-execution
➔ Compensating Transactions
➔ Multi-versioned systems

Background & Related Work
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Token Operations - Transfer of BON

10
2

Bonsai Solution

Bonsai Smart 
Contract

transfer(amount, 
Receiver)

Sender Receiver
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Token Operations - getting ETH

10
3

Bonsai Solution

Exchange Smart 
Contract

ETH Token BON Token

getETH getETH
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Trial Initiation - step 1

10
4

Bonsai Solution

Trials Smart 
Contract

Trace transactions
- find tokens 

on users 
balances 1. 2.

3.4.
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Trial Initiation - step 2

10
5

Bonsai Solution

Trials Smart 
Contract

Trace transactions
Freeze Balances

- avoid users from 
spending funds 
signaled for reversal1. 2.

3.4.
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Trial Initiation - step 3

10
6

Bonsai Solution

Trials Smart 
Contract

Trace transactions
Freeze Balances

Pick Arbitrators
- “randomly” 

from all users 
holding BON

1. 2.

3.4.
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Trial Initiation - step 4

10
7

Bonsai Solution

Trials Smart 
Contract

Trace transactions
Freeze Balances

Emit Event

Pick Arbitrators

1. 2.

3.4.
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Trials

10
8

Bonsai Solution

Trials Smart 
Contract

commitVote

Arbitrator
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Trials

10
9

Bonsai Solution

Trials Smart 
Contract

finalizeTrial

Arbitrator
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Trials

11
0

Bonsai Solution

Trials Smart 
Contract

Reward 
Arbitrators

Arbitrator
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Demo
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https://docs.google.com/file/d/1Lkha1vgXc2SQ18mQkBGLCFfx2cKBiC9l/preview
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Source Code
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Evaluation

➔ Metrics:  Size, Gas, Deployment costs
➔ Contracts Analysis: Slither3

3 https://github.com/crytic/slither
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