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Context & Motivation

▪ In the battle between the hacker and the cyber

defender, the offense has the upper hand

▪ Cambridge(2018) , Twitter(2022), Facebook(2019) ,

Microsoft (2023), SolarWinds(2022), Norton(2022),

etc. … All hacked

▪ The one that executes the OODA loop faster gains 

the battle
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Context & Motivation
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Context & Motivation
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◼ Constatations

◼ Data dispersion & 78% unstructured

◼ Manual analysis is time-consuming and resource-intensive

◼ TTP extraction is complex

◼ CTI data is often shared in the standardized STIX format

◼ Research Question

◼ How to efficiently extract and structure CTI data to create tailored cyber deception strategies?

◼ Challenges

◼ Processing large unstructured CTI data

◼ Mapping extracted data to MITRE ATT&CK

◼ Designing tailored deception strategies

Research Problem

6



Contributions

◼ DECEPT-CTI, a framework that pinpoints out the appropriate cyber deception strategies

based on the extracted CTI knowledge from unstructured reports:

◼ We propose and test SecBert and SecRoBERTa transformers for relevant CTI sentences extraction

from unstructured reports, as a binary classification task.

◼ We propose and test SecBert-BiLSTM-CRF and SecRoBerta-BiLSTM-CRF models for low-level

and high-level IoCs identification, as an NER task.

◼ We propose and test SecBert and SecRoBERTa transformers for the mapping of extracted CTI

data to MITRE ATT&CK, as a multi-label classification task.

◼ We propose an analytical scheme based on MITRE D3FEND and MITRE Engage for the mapping

of extracted CTI data to appropriate cyber deception strategies.
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Proposed Solution Architecture
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Experiments and Analysis

1- Data Preprocessing

◼ Content Parsing

◼ pdfminer.six to extract content from textual

descriptions

◼ OCR pytesseract to extract content from images

◼ pdfplumber to extract content from tables
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Experiments and Analysis

1- Data Preprocessing

 

◼ Text Cleaning with Regular Expressions (RegEx)

◼ Sentence Segmentation with Natural Language Toolkit (NLTK)
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Experiments and Analysis

2- Relevant CTI Sentences Extraction

◼ A publicly available dataset: contains a set of sentences and their

corresponding labels (1 for a positive example, and 0 for a

negative one)

◼ SecBERT: a variant of BERT (Bidirectional Encoder

Representations from Transformers), designed for cybersecurity-

related tasks -> we fine-tuned the pre-trained transformer model

from Huggingface’s transformers library

◼ SecRoBERTa: a variant of RoBERTa (A Robustly Optimized

BERT Pretraining Approach), designed for cybersecurity-related 

tasks -> we fine-tuned the pre-trained transformer model from

Huggingface’s transformers library
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Experiments and Analysis

2- Relevant CTI Sentences Extraction

◼ SecBERT tokenizer/ SecRoBERTa tokenizer:

a maximum sequence length of 128 tokens

◼ AdamW optimizer, a learning rate of 1e-5, a

batch size of 16, and 10 epochs
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Results for the Binary Sentence Classification 

Examples of  Extracted Relevant CTI Sentences



Experiments and Analysis

3- Low-level & High-level IoCs Identification

◼ A publicly available dataset called 2APTNER, and complies with the STIX 2.1 standard, includes a set of tokens

labeled with 21 entities tagged with a BIOES (beginning, inside, outside, end, or single) tagging scheme

◼ SecBERT-BiLSTM-CRF / SecRoBERTa-BiLSTM-CRF

◼ SecBERT or SecRoBERTa model for initial embedding generation

◼ BiLSTM layer for processing word vectors

◼ CRF layer for sequence tagging and classification

◼ SecBERT tokenizer/ SecRoBERTa tokenizer: a maximum sequence length was set to 256 tokens

◼ AdamW optimizer, a learning rate of 3e-5, a batch size of 16, and 10 epochs
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Experiments and Analysis
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Named Entity Recognition Models 

3- Low-level & High-level IoCs Identification



Experiments and Analysis

3- Low-level & High-level IoCs Identification
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Comparison of  NER Results for Different Entities

Examples of  Identified IoCs

Overall Performance Results for the NER Models 



Experiments and Analysis

4- Mapping to MITRE ATT&CK Tactics & Techniques

◼ A publicly available dataset: includes a set of sentences labeled with the corresponding attack tactics and techniques.

◼ Multi-label classification task

◼ AutoTokenizer from the SecBERT/ SecRoBERTa models

◼ A batch size of 16, a learning rate of 3e-5, and 10 epochs

◼ Lateral movement using compromised credentials to connect to internal systems via RDP, SMB, and SSH

            B-ACT                                    I-IDTY                                                   I-LOC                         I-TOOL

→ Lateral Movement via RDP ->  T1021.001
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Overall Performance for Multi-Label Classification



Experiments and Analysis

5- Cyber Deception Setup Selection

◼ Analytical scheme based on MITRE D3FEND and

MITRE Engage
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Cyber Deception Selection Scheme

Recommended Deception Techniques for Identified Attack Techniques and Tactics
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◼ Conclusions

◼ DECEPT-CTI framework to proactively select the appropriate cyber deception strategies given an attacker’s

profile built based on the extracted CTI data

◼ Relevant CTI sentences extraction from unstructured reports leveraging SecBert and SecRoBERTa

transformers

◼ Low-level and high-level IoCs identification using SecBERT-BiLSTM-CRF,and SecRoBERTa-BiLSTM-CRF

models

◼ Extracted CTI data mapping to MITRE ATT&CK tactics and techniques using SecBert and SecRoBERT

◼ Analytical scheme based on MITRE D3FEND and MITRE Engage for appropriate cyber deception

strategies selection

Conclusion and Perspectives
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◼ A Reinforcement learning-based bidirectional approach

◼ Leveraging CTI data to identify and deploy optimal deception strategies

◼ Using the outcomes of these strategies to collect and generate new CTI data

Conclusion and Perspectives

◼ Perspectives
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